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Scope of the project

The scope of the project is to analyze mobile devices in several rooms
of a building through the PROBE REQUEST messages sent.

The messages are captured by some micro-controllers placed within the
rooms in fixed points.

The application developed performs analysis in term of frequency,
tracking and hidden MAC detection
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High level view

High level view

Main components of the project

ESP32 Wifi Sniffer

ETS Server

GUI application

ETSPolito (Politecnico di Torino) ETS 4 / 21



High level view

Sketch
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High level view

Data flow
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ESP32

ESP32

Firmware development

Configuration file

Partition table configuration (File system)

Synchronize time-stamp

Two main tasks: Sniffing Task (One minute sniffing) and MQTT
task
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External component

MQTT Broker

Reasons for the choice

Enable communication between ESP32 Devices and ETS server

Simple usage

Scalability
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ETS Server

ETS Server

Producer and Consumer pattern

Characteristics

Developed in Python 3

Suited for scalability

Used libraries: pandas, paho-MQTT

Concurrency control

Testability through MQTT Fake Publisher

ETSPolito (Politecnico di Torino) ETS 9 / 21



External component

MySQL Server

Reasons for the choice

Open-source

Good results even with a lot of data
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Database structure

Database

Reason

simple structure
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Hidden devices

Hidden devices

HT Capabilities

Why?

ETSPolito (Politecnico di Torino) ETS 12 / 21



GUI Application

GUI Application

Characteristics

Python QT

User friendly
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GUI Application

PyQt

Advantages

Customizable with CSS

Custom Widget to draw the room

Existing widget for graph or plot

Cross-Platform (Window, Linux, MacOS)
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GUI Application

HOW THE APPLICATION WORKS

Smart Guide for Dumb User
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GUI Application

View Graph

In this section is possible have a graphic plot about the number of
devices in a selected room in the last 5 minutes from a selectable
starting time.
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GUI Application

Room View

A simple live view of a room in which is possible to select a device and
see its mac address. It’s also possible select a longer time lapse to see
an animation about the movement of all devices.
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GUI Application

Mac Frequency

In a selected interval is possible view a rank of all devices. For check
information about the time it’s needed click on the mac-address in the
left-side.
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Project Managment

Git

Divide et Impera

Firmware on Esp

Broker and Analyzer

Database Structure

Graphic User Interface

Repository at: https://bitbucket.org/esp32polito/
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Project Managment

Why Git?

Backup of the project

Good co-operative ambient

Rollback to older version

Branches to test and add new features

Documentation
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Ending

Thanks for attention!
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